
JS Web SDK Manual Integration

Integration Overview

_

VARIABLE DESCRIPTION

flow Client defined value (ex. payment, deposit, account_funding)

clientId Ingo Payments provided client identifier

Integrations are done in a few simple steps:

1. Integrate Sardine's JavaScript SDK into your frontend.

2. Set the Ingo provided clientID  into the JS SDK. This ID is unique to the SDK

and varies from your participant_id .

3. Call IngoPayments RiskSession API to obtain a risk_session_token .

4. Inject the risk_session_token  as the sessionKey  value inside the JS SDK.

5. Inject the customer_ID  value that will be used in the subsequent RiskScore

request as the userIDHash  inside the JS SDK.

6. Call IngoPayments RiskScore API to obtain a risk level assessment of the

transaction prior to committing.

 

<script> 

    var isSandbox=false; //please set isSandbox to true in Sandbox 

    var sardineHost = isSandbox ? 'api.sandbox.sardine.ai' : 'api.sardine.ai';  

    (function () { 

        var loader = document.createElement('script'); 

        loader.type = 'text/javascript'; 

        loader.async = true; 

        loader.src = `https://${sardineHost}/assets/loader.min.js`; 

        loader.onload = function() { 

            sardineContext = window._Sardine.createContext({ 

                clientId: "bf869561-8905-4a3f-ad6e-e87ce309ab45", //Ingo provided 

sandbox clientID. Varies by environment. 

                sessionKey: uuidv4(), // Please CHANGE this to  pass server side 

generated `risk_session_token` value. 

                userIdHash:"12345", //Please CHANGE this to pass `customer_id` value. 

                flow: location.pathname, 

                environment: isSandbox ? "sandbox" : "production", 

                parentElement: document.body, 

                apiSubdomain: "a.clientname.com", 

                pixelSubdomain: "p.a.clientname.com", 

                // called when sardine generates/restores deviceID for given device. 



                onDeviceResponse: function(data) { 

                } 

            }); 

        }; 

        var s = document.getElementsByTagName('script')[0]; 

        s.parentNode.insertBefore(loader, s); 

    })(); 

</script>

 

Add below block in HTML Body to handle cases where fraudster has disabled JS and pass

the appropriate values in the <...> sections from server side. You should replace the

API endpoint with your own custom endpoint, when using the Custom Subdomain

implementation.

<noscript> 

  <img 

    src="https://<API_ENDPOINT_URL>/v1/a.png?clientId=<YOUR_CLIENT_ID>&sessionKey=

<YOUR_SESSION_KEY>&flow=<YOUR_FLOW_NAME>&ns=1" 

    style="display: none" /> 

</noscript>

 

_Sardine.createContext  method returns context  object. You can call the updateConfig

method to dynamically update userIdHash  and/or sessionKey  parameters.

// set userIdHash after user logs in 

sardineContext.updateConfig({ flow: newFlow, userIdHash: newUserIdHash }); 

 

// reset userIdHash and set new sessionKey after log out 

sardineContext.updateConfig({ flow: newFlow, userIdHash: null, sessionKey: 

newSessionKey });


